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7 1 INTRODUCTION TO TESTING7.1 INTRODUCTION TO TESTING

 Testing is a set of activities that can be planned in advanceTesting is a set of activities that can be planned in advance 
and conducted systematically. 
– For this reason a template for software testing—a set of steps into 

which we can place specific test-case design techniques and testing
methods—should be defined for the software process.

 A number of software-testing strategies have been proposed in the 
literature.
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All provide the software developer with a template for 
testing and all have the following generic characteristics:

 To perform effective testing, a software team should conduct effectiveTo perform effective testing, a software team should conduct effective
formal technical reviews. By doing this, many errors will be eliminated
before testing commences.

 Testing begins at the component level and works “outward” toward the
integration of the entire computer-based system.

 Different testing techniques are appropriate at different points in time.

 Testing is conducted by the developers of the software and (for large
projects) an independent test group.

 Testing and debugging are different activities, but debugging must be
accommodated in any testing strategy.
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 A strategy for software testing must accommodate low-level testsA strategy for software testing must accommodate low level tests 
that are necessary to verify that a small source-code segment has been 
correctly implemented as well as high-level tests that validate major 
system functions against customer requirementssystem functions against customer requirements. 

 A strategy must provide guidance for the practitioner and a set of
milestones for the manager Because the steps of the test strategymilestones for the manager. Because the steps of the test strategy 
occur at a time when deadline pressure begins to rise, progress must be 
measurable and problems must surface as early as possible. 
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Software testing has been defined as:Software testing has been defined as:

 The process of analyzing a software item to detect theThe process of analyzing a software item to detect the 
differences between existing and required conditions (i.e., 
bugs) and to evaluate the features of the software items.

 The process of analyzing a program with the intent of 
finding errorsfinding errors.

OR

• Testing is the process of executing a program with the 
intent of finding errors.intent of finding errors.
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7 2 TESTING PRINCIPLES7.2 TESTING PRINCIPLES

 There are many principles that guide software testing. Before applyingThere are many principles that guide software testing. Before applying 
methods to design effective test cases, a software engineer must 
understand the basic principles that guide software testing. 

 The following are the main principles for testing:
1. All tests should be traceable to customer requirements. This is in order 

to uncover any defects that might cause the program or system to fail toto uncover any defects that might cause the program or system to fail to 
meet the client’s requirements.

2. Tests should be planned long before testing begins. Soon after the
requirements model is completed test planning can begin Detailed testrequirements model is completed, test planning can begin. Detailed test 
cases can begin as soon as the design model is designed.

3. The Pareto principle applies to software testing. Stated simply, the 
Pareto principle implies that 80 percent of all errors uncovered during testingPareto principle implies that 80 percent of all errors uncovered during testing 
will likely be traceable to 20 percent of all program components. The 
problem, of course, is to isolate these suspect components and to thoroughly 
test themtest them.
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4. Testing should begin “in the small” and progress toward testing “in theg g p g g
large.” The first tests planned and executed generally focus on individual
components. As testing progresses, focus shifts in an attempt to find errors 
in integrated clusters of components and ultimately in the entire system.

5. Exhaustive testing is not possible. The number of path permutations for
even a moderately-sized program is exceptionally large. For this reason, it is
impossible to execute every combination of paths during testing. It is p y p g g
possible, however, to adequately cover program logic and to ensure that all 
conditions in the component-level design have been exercised.

6. To be most effective, testing should be conducted by an independent , g y p
third party. The software engineer who has created the system is not the 
best person to conduct all tests for the software. This is shown in Figure 7.1.

7



8



7 3 TESTING OBJECTIVES7.3 TESTING OBJECTIVES

 The testing objective is to test the code whereby there is aThe testing objective is to test the code, whereby there is a 
high probability of discovering all errors.

Thi bj ti l d t t th t This objective also demonstrates that 
– the software functions are working according to software requirements 

specification (SRS) with regard to functionality, features, facilities, and p ( ) g y
performance. 

 It should be noted, however, that testing will detect errors in the written 
code, but it will not show an error if the code does not address a 
specific requirement stipulated in the SRS but not coded in the
program.p g
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Testing objectives are:Testing objectives are:

 Testing is a process of executing a program with the intentTesting is a process of executing a program with the intent 
of finding an error.

A d t t i th t h hi h b bilit f fi di A good test case is one that has a high probability of finding 
an as-yetundiscovered error.

 A successful test is one that uncovers an as-yet-
undiscovered error.
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7 4 TEST ORACLES7.4 TEST ORACLES

 To test any program, we need to have a description of its y p g p
expected behavior and a method of determining whether the 
observed behavior conforms to the expected behavior. For 
thi d t t lthis we need a test oracle.

 A test oracle is a mechanism, different from the program 
itself which can be used to check the correctness of theitself, which can be used to check the correctness of the 
output of the program for the test cases.

 Conceptually we can consider testing a process in which Conceptually, we can consider testing a process in which 
the test cases are given to the test oracle and the program 
under testing. The output of the two is then compared to g p p
determine if the program behaved correctly for the test 
cases, as shown in Figure 7.2.
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 Test oracles are human beings, so they may make mistakes whenTest oracles are human beings, so they may make mistakes when 
there is a discrepancy between the oracles and the results of a program. 
First we have to verify the result produced by the oracle before declaring 
that there is a fault in the program that’s why testing is so cumbersomethat there is a fault in the program, that s why testing is so cumbersome 
and expensive.

 The human oracles generally use the specifications of the program to 
decide what the “correct” behavior of the program should be. To help the 
oracle to determine the correct behavior, it is important that the behavior 
of the system be unambiguously specified and the specification itself 
should be error-free.
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7 5 LEVELS OF TESTING7.5 LEVELS OF TESTING

 There are three levels of testing, i.e., three individual modules in the 
ti ft tentire software system.
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7 5 1 Unit Testing7.5.1 Unit Testing

 In unit testing individual components are tested to ensureIn unit testing individual components are tested to ensure 
that they operate correctly. 

 It focuses on verification effort On the smallest unit of software It focuses on verification effort. On the smallest unit of software 
design, each component is tested independently without other system 
components.

 There are a number of reasons to do unit testing rather than testing the 
entire product:
– The size of a single module is small enough that we can locate an error fairly 

easily.
– The module is small enough that we can attempt to test it in some

demonstrably exhaustive fashion.
– Confusing interactions of multiple errors in widely different parts of the

software are eliminated.
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Unit Test ConsiderationUnit Test Consideration

 The tests that occur as part of unit tests are illustratedThe tests that occur as part of unit tests are illustrated 
schematically in Figure 7.4.
 The module interface is tested to ensure that information properly 

flows into and out of the program unit under testing. 
 The local data structure is examined to ensure that data stored 

temporarily maintains its integrity during all steps in an algorithm’stemporarily maintains its integrity during all steps in an algorithm s 
execution. 

 Boundary conditions are tested to ensure that the module operates 
l t th b d i t bli h d t li it t i t i \properly at the boundaries established to limit or restrict processing. \

 All independent paths through the control structure are 
exercised to ensure that all statements in a module have been 
executed at least once. And finally, all errorhandling paths are tested.

16



17



Common errors in computation: Test cases in unit testing shouldCommon errors in computation:

 Incorrect arithmetic precedence

Test cases in unit testing should 
uncover errors, such as:

 Comparison of different data 
 Mixed code operations

 Incorrect initialization

types
 Incorrect logical operators or 

precedence

 Precision inaccuracy

I t b li t ti

precedence
 Expectation of equality when 

precision error makes equality 
lik l Incorrect symbolic representation 

of an expression
unlikely

 Incorrect comparison of variables
 Improper loop terminationImproper loop termination
 Failure to exit when divergent 

iteration is encountered
 Improperly modified loop 

variables
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Unit-test ProcedureUnit-test Procedure

• The unit-test environment is illustrated in Figure 7.5.
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 In most applications a driver is nothing more than a “main program” that accepts 
test-case data, passes such data to the component (to be tested), and prints
relevant results. 
 Stubs serve to replace modules that are subordinate (called by) to the component to 

b t t d A t b th b di t d l ’ i t f d i i l d tbe tested. A stub uses the subordinate module’s interface, may do minimal data 
manipulation, prints verification of entry, and returns control to the module undergoing 
testing.

 Drivers and stubs represent overhead That is both are software that must beDrivers and stubs represent overhead. That is, both are software that must be 
written but that is not delivered with the final software product. 
 If drivers and stubs are kept simple, actual overhead is relatively low. 
 Unfortunately, many components cannot be adequately unit tested with “simple” 

overhead software. In such cases, complete testing can be postponed until the 
integration test step (where drivers or stubs are also used).

 Unit testing is simplified when a component with high cohesion is designed.
When only one function is addressed by a component the number of test casesWhen only one function is addressed by a component, the number of test cases 
is reduced and errors can be more easily predicted and uncovered.
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7 5 2 Integration Testing7.5.2 Integration Testing

 The second level of testing is called integration testingThe second level of testing is called integration testing. 

 Integration testing is a systematic technique for 
t ti th t t hil t th ticonstructing the program structure while at the same time 

conducting tests to uncover errors associated with 
interfacinginterfacing.

 In this testing many unit-tested modules are combined into 
subsystems, which are then tested. 

 The goal here is to see if the modules can be integratedThe goal here is to see if the modules can be integrated 
properly.
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 Objective of Integration Testing
– The primary objective of integration testing is to test the module 

interfaces in order to ensure that there are no errors in the parameterinterfaces in order to ensure that there are no errors in the parameter 
passing, when one module invokes another module. 

– During integration testing, different modules of a system are integrated in 
a planned manner using an integration plan.a planned manner using an integration plan. 

– The integration plan specifies the steps and the order in which modules are 
combined to realize the full system. After each integration step, the partially 
integrated system is testedintegrated system is tested.

 Approaches to Integration Testing
The various approaches used for integration testing are:The various approaches used for integration testing are:
1. Incremental Approach;
2. Top-down Integration; 
3. Bottom-up Integration; 
4. Regression Testing; 
5. Smoke Testing;g;
6. Sandwich Integration 22



1 Incremental Approach1. Incremental Approach

• The incremental approach means to first combine only twoThe incremental approach means to first combine only two 
components together and test them. Remove the errors if 
they are there, otherwise combine another component to it 
and then test again, and so on until the whole system is 
developed.

OR

• In incremental integration the program is constructed and 
tested in small increments, where errors are easier to isolate 
and correctand correct.

23



According to Figure 7.6, in test sequence 1 tests T1, T2, and T3 are first 
run on a system composed of module A and module B. 

• If these are corrected or error free then module C is integrated, i.e., test sequence 
2 and then tests T1 T2 and T3 are repeated if a problem arises in these tests then2 and then tests T1, T2, and T3 are repeated, if a problem arises in these tests, then 
they interact with the new module. The source of the problem is localized, thus it 
simplifies defect location and repair. Finally, module D is integrated, i.e., test 
sequence 3 is then tested using existing (T1 to T5) and new tests (T6)sequence 3 is then tested using existing (T1 to T5) and new tests (T6).
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2 Top-Down Integration Testing2. Top-Down Integration Testing

• Top-down integration testing is an incremental approach to 
construction of program structures. Modules are integrated by moving 
downward through the control hierarchy beginning with the main-control
module.

25



Considering Figure 7 7:Considering Figure 7.7:

a) Depth-first integration: This would integrate all components on a 
major control path of the structure. For example, M1, M2, and M5 would 
be integrated first. Next, M8 or M6 would be integrated. Then, the 
central and right-hand control paths are built.g

b) Breadth-first integration: This incorporates all components directly 
subordinate at each level, moving across the structure horizontally. 
From Figure 7 7 components M2 M3 and M4 would be integrated firstFrom Figure 7.7, components M2, M3, and M4 would be integrated first. 
The next control level M5, M6, and so on follows.
The integration process is performed in a series of five steps:
1. The main-control module is used as a test driver and stubs are substituted 

for all components directly subordinate to the main-control module.
2 Depending on the integration approach selected (i e depth or breadth2. Depending on the integration approach selected (i.e., depth or breadth 

first), subordinate stubs are replaced one at a time with actual components.
3. Tests are conducted as each component is integrated.
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4. On completion of each set of tests, another stub is replaced with the real p , p
component.

5. Regression testing may be conducted to ensure that new errors have not 
been introduced.
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3 Bottom-Up Integration Testing3. Bottom-Up Integration Testing

 Bottom-up integration testing, as its name implies, begins construction 
and testing with the components at the lowest level in the program 
structure.

 A bottom-up integration strategy may be implemented with the 
following steps:
– Low-level components are combined into clusters (sometimes calledo e e co po e ts a e co b ed to c uste s (so et es ca ed

builds) that perform specific software sub-functions.
– A driver (a control program for testing) is written to coordinate test case

input and output.input and output.
– The cluster is tested.
– Drivers are removed and clusters are combined moving upward in the

program stuctureprogram stucture.
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• Integration follows the pattern illustrated in Figure 7.8.Integration follows the pattern illustrated in Figure 7.8. 
– Components are combined to form clusters 1, 2, 3. 
– Each of the clusters is tested using a driver (shown as a dashed block). 

C t i l t 1 d 2 b di t t M– Components in clusters 1 and 2 are subordinate to Ma. 
– Drivers D1 and D2 are removed and the clusters are interfaced directly to Ma. 
– Similarly, driver D3 for cluster 3 is removed prior to integration with module 

Mb. 
– Both Ma and Mb will ultimately be integrated with component Mc and so forth.

• As integration moves upward, the need for separate test drivers lessens. 
In fact, if the top two levels of program structure are integrated top-down, 
the number of drivers can be reduced and integration of clusters is g
greatly simplified.
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4 Regression Testing4. Regression Testing

 Regression testing is the activity that helps to ensure that changes (dueRegression testing is the activity that helps to ensure that changes (due 
to testing or for other reasons) do not introduce unintended behavior or 
additional errors.

 The regression test suite contains three different classes of test cases:
– Additional tests that focus on software functions.

A representative sample of tests that will exercise all software functions– A representative sample of tests that will exercise all software functions.
– Tests that focus on the software components that have been changed.
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5 Smoke Testing5. Smoke Testing

• Smoke testing is an integration testing approach that is commonly usedSmoke testing is an integration testing approach that is commonly used 
when “shrink-wrapped” software products are developed.

• Smoke testing is characterized as a rolling integration approach becauseg g g pp
the software is rebuilt with new components and testing. 

• Smoke testing encompasses the following activities:g p g
– Software components that have been translated into code are integrated

into a “build.” A build includes all data files, libraries, reusable modules, and 
engineered components that are required to implement one or more product g p q p p
functions.

– A series of tests is designed to expose errors that will keep the build from
properly performing its functions.properly performing its functions.

– The build is integrated with other builds and the entire product (in its
current form) is smoke tested daily.
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 Smoke testing provides a number of benefits when it isSmoke testing provides a number of benefits when it is 
applied on complex software engineering projects:
– Integration risk is minimized.
– Quality of end product is improved.
– Error diagnosis and correction are simplified.

P i i t– Progress is easier to assess.

33



6 Sandwich Integration Testing6. Sandwich Integration Testing

 Sandwich integration testing is the combination of both the top-down 
and bottom-up approach. So, it is also called mixed integration testing.
 In it, the whole system is divided into three layers, just like a sandwich: the 

target is in the middle and one layer is above the target and one is below the g y g
target.

 The top-down approach is used in the layer that is above the target and 
th b tt h i d i th l th t i b l th t t the bottom-up approach is used in the layer that is below the target. 

 Testing coverage on the middle layer, chosen on the basis of the 
structure of the component hierarchy and system characteristics, also p y y ,
combines the advantages of both the top-down and bottom-up approach. 
It also requires drivers. 

 The ability to plan and control the sequence is hard in it At the beginning The ability to plan and control the sequence is hard in it. At the beginning 
the work parallelism is medium. Stubs are also needed. The ability to test 
particular paths is medium.
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7 5 3 System Testing7.5.3 System Testing

 Subsystems are integrated to make up the entire system.Subsystems are integrated to make up the entire system. 

 The testing process is concerned with finding errors that result from 
unanticipated interactions between subsystems and system components. p y y p

 It is also concerned with validating that the system meets its functional 
and non-functional requirements.q

 There are essentially three main kinds of system testing:
– Alpha testingp g
– Beta testing
– Acceptance testing
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1 Alpha Testing1. Alpha Testing

 Alpha testing refers to the system testing carried out by the test teamAlpha testing refers to the system testing carried out by the test team 
within the development organization.

 The alpha test is conducted at the developer’s site by the customer p p y
under the project team’s guidance. 
– In this test, users test the software on the development platform and point 

out errors for correction However the alpha test because a few users onout errors for correction. However, the alpha test, because a few users on 
the development platform conduct it, has limited ability to expose errors and 
correct them. 

– Alpha tests are conducted in a controlled environment It is a simulation of– Alpha tests are conducted in a controlled environment. It is a simulation of 
real-life usage.

 Once the alpha test is complete, the software product is ready forOnce the alpha test is complete, the software product is ready for 
transition to the customer site for implementation and development.
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2 Beta Testing2. Beta Testing

 Beta testing is the system testing performed by a selected group ofBeta testing is the system testing performed by a selected group of
friendly customers.

 If the system is complex, the software is not taken for implementation 
di tl It i i t ll d d ll k d t th ft idirectly. It is installed and all users are asked to use the software in 
testing mode; this is not live usage. This is called the beta test. 

 Beta tests are conducted at the customer site in an environment where 
the software is exposed to a number of users. 
– The developer may or may not be present while the software is in use. So, 

beta testing is a real-life software experience without actual implementationbeta testing is a real life software experience without actual implementation. 
– In this test, end users record their observations, mistakes, errors, and so on 

and report them periodically.
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 In a beta testIn a beta test, 
 the user may suggest a modification, a major change, or a deviation. 
 The development has to examine the proposed change and put it 

into the change management system for a smooth change from just
developed software to a revised, better software. 

 It is standard practice to put all such changes in subsequent versionIt is standard practice to put all such changes in subsequent version 
releases.
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3 Acceptance Testing3. Acceptance Testing

• Acceptance testing is the system testing performed by theAcceptance testing is the system testing performed by the
customer to determine whether to accept or reject the delivery of 
the system.

 When customer software is built for one customer, a series of 
acceptance tests are conducted to enable the customer to validate 
all requirementsall requirements.

 Conducted by the end-user rather than the software engineers, an
acceptance test can range from an informal ‘test drive’ to a planned andacceptance test can range from an informal test drive  to a planned and
systematically executed series of tests. 

• In fact, acceptance testing can be conducted over a period of weeksIn fact, acceptance testing can be conducted over a period of weeks 
or months, thereby uncovering cumulative errors that might degrade the 
system over time.
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7 6 WHITE-BOX TESTING/STRUCTURAL TESTING7.6 WHITE-BOX TESTING/STRUCTURAL TESTING

 A complementary approach to functional or black-box testing is calledA complementary approach to functional or black box testing is called 
structural or white-box testing. 
– In this approach, test groups must have complete knowledge of the internal 

structure of the softwarestructure of the software. 
• Structural testing is an approach to testing where the tests are derived 

from knowledge of the software’s structure and implementation. 
• Structural testing is usually applied to relatively small program units, such 

as subroutines, or the operations associated with an object. 
As the name implies the tester can analyze the code and use knowledge– As the name implies, the tester can analyze the code and use knowledge
about the structure of a component to derive test data. The analysis of the 
code can be used to find out how many test cases are needed to guarantee 
that all of the statements in the program are executed at least once duringthat all of the statements in the program are executed at least once during 
the testing process. 
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– It would not be advisable to release software that contains untested 
statements as the consequence might be disastrous This goal seems to bestatements as the consequence might be disastrous. This goal seems to be 
easy but simple objectives of structural testing are harder to achieve than 
may appear at first glance.
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 White-box testing is also known by other names, such as glass-box 
testing, structural testing, clear-box testing, open-box testing, logic-driven g, g, g, p g, g
testing, and path-oriented testing.

 In white-box testing, test cases are selected on the basis of examination g
of the code, rather than the specifications. White-box testing is illustrated 
in Figure 7.10.
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• Using white-box testing methods the software engineer can test cases 
th tthat:
– Guarantee that all independent paths within a module have been exercised

at least once.
– Exercise all logical decision on their true and false sides.
– Exercise all loops at their boundaries.
– Exercise internal data structures to ensure their validityExercise internal data structures to ensure their validity.

• The nature of software defects are:
– Logical errors and incorrect assumptions are inversely proportional to the– Logical errors and incorrect assumptions are inversely proportional to the

probability that a program path will be executed.
– We often believe that a logical path is not to be executed when, in fact, it

may be executed on a regular basismay be executed on a regular basis.
– Typographical errors are random. When a program is translated into

programming language source code, it is likely that some typing errors will 
occuroccur.
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7 6 1 Reasons White-box Testing is Performed7.6.1 Reasons White-box Testing is Performed

• White-box testing is carried out to test whether:White box testing is carried out to test whether:
– All paths in a process are correctly operational.
– All logical decisions are executed with true and false conditions.

All l t d ith th i li it l t t d– All loops are executed with their limit values tested.
– To ascertain whether input data structure specifications are tested and 

thenused for other processing.

7.6.2 Advantages of Structural/White-box Testing

• The various advantages of white-box testing include:
– Forces test developer to reason carefully about implementation.
– Approximates the partitioning done by execution equivalence.Approximates the partitioning done by execution equivalence.
– Reveals errors in hidden code.
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7 7 FUNCTIONAL/BLACK-BOX TESTING7.7 FUNCTIONAL/BLACK-BOX TESTING

 In functional testing the structure of the program is not considered.In functional testing the structure of the program is not considered. 
 Test cases are decided on the basis of the requirements or 

specifications of the program or module and 
• the internals of the module or the program are not considered for selection 

of test cases.
 Functional testing refers to testing that involves only observation of theg g y

output for certain input values, and there is no attempt to analyze the 
code, which produces the output. 
− The internal structure of the program is ignored− The internal structure of the program is ignored. 
− For this reason, functional testing is sometimes referred to as black-box 

testing (also called behavioral testing) in which:
 the content of a black-box is not known and 
 the function of black box is understood completely in terms of its inputs and 

outputs.
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 Black-box testing, also called behavioral testing, focuses on the 
functional requirements of the software. 

 Black-box testing enables the software engineer to derive sets of input 
conditions that will fully exercise all functional requirements for aconditions that will fully exercise all functional requirements for a 
program.

 Other names for black-box testing (BBT) include specifications testing,
b h i l t ti d t d i t ti f ti l t ti d i t/ t tbehavioral testing, data-driven testing, functional testing, and input/output
driven testing.

• In black-box testing, the tester only knows the inputs that can be given to b ac bo test g, t e teste o y o s t e puts t at ca be g e to
the system and what output the system should give. 
– In other words, the basis for deciding test cases in functional testing is the 

requirements or specifications of the system or module This form of testingrequirements or specifications of the system or module. This form of testing 
is also called functional or behavioral testing.
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 Black-box testing is not an alternative to white-box techniques; rather, it 
is a complementary approach that is likely to uncover a different class ofis a complementary approach that is likely to uncover a different class of 
errors than white-box methods.

 Black-box testing identifies the following kinds of errors:
– Incorrect or missing functions.
– Interface missing or erroneous.

E i d t d l– Errors in data model.
– Errors in access to external data source.

 When these errors are controlled then:When these errors are controlled then:
– Function(s) are valid.
– A class of inputs is validated.
– Validity is sensitive to certain input values.
– The software is valid and dependable for a certain volume of data or

transactions.
– Rare specific combinations are taken care of. 47



• Black-box testing tries to answer the following questions:
– How is functional validity tested?
– How are system behavior and performance tested?

How are the boundaries of a data class isolated?– How are the boundaries of a data class isolated?
– How will the specific combinations of data affect system operation?
– What data rates and data volume can the system tolerate?
– Is the system particularly sensitive to certain input values?
– What effect will specific combinations of data have on system operation?

• By applying black-box techniques, we derive a set of test cases that 
satisfy the following criteria:
– Test cases that reduce by a count that is greater than one.y g
– Test cases that tell us something about the presence or absence of classes

of errors.
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7 7 1 Categories of Black-box Testing7.7.1 Categories of Black-box Testing

• Functional testing falls into two categories:Functional testing falls into two categories:
1) Positive Functional Testing: This testing entails exercising the 

application’s functions with valid input and verifying that the outputs are 
correctcorrect.
Continuing with the word-processing example, a positive test for the printing
function might be to print a document containing both text and graphics to a
printer that is online filled with paper and for which the correct drivers areprinter that is online, filled with paper and for which the correct drivers are
installed.

2) Negative Functional Testing: This testing involves exercising application
functionality using a combination of invalid inputs unexpected operatingfunctionality using a combination of invalid inputs, unexpected operating
conditions, and other out-of-bounds scenarios.
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a) Continuing the word-processing example, a negative test for the printing) g p g p , g p g
function might be to disconnect the printer from the computer while a
document is printing.

b) What probably should happen in this scenario is a plain-English error) p y pp p g
message appears, informing the user what happened, and instructing him
on how to remedy the problem.

c) What might happen instead is the word-processing software simply hangsc) What might happen instead is the word processing software simply hangs
up or crashes because the “abnormal” loss of communications with the
printer is not handled properly.
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7 7 2 Example of Black-box Testing7.7.2 Example of Black-box Testing

 Figure 7.11 illustrates the model of a g
system, which is assumed in black-
box testing.

Thi h i ll This approach is equally 
applicable to systems that are 
organized as functions or as objects. 

 The tester presents inputs to the 
component or the system and 
examines the correspondingexamines the corresponding 
outputs. 

 If the outputs are not those 
predicted then the test has
successfully detected a problem with 
the software.
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7 7 2 Example of Black-box Testing7.7.2 Example of Black-box Testing

 The key problem for the defect tester is to select inputs that have a highThe key problem for the defect tester is to select inputs that have a high
probability of being members of the set Ie. 

 In many cases, the selection of these test cases is based on the y ,
previous experience of test engineers. 
– They use domain knowledge to identify test cases, which are likely to reveal 

defectsdefects. 

• However, the systematic approach to test data selection discussed in 
the next section may also be used to supplement this heuristicthe next section may also be used to supplement this heuristic 
knowledge.
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7 8 TEST PLAN7.8 TEST PLAN

 A test plan is a document consisting of different test cases designed forA test plan is a document consisting of different test cases designed for 
different testing objects and different testing attributes. 

 The plan puts the tests in logical and sequential order per the strategy p p g q p gy
chosen, top-down or bottom-up. 

 The test plan is a matrix of test and test cases listed in order of its p
execution.

• Table 7.1 shows the matrix of test and test cases within the test.
Project Name ......................... Project ID .........................
Project Manager .......................Q.A. Manager .........................
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T t ID t t d t t d i d ll b f th Test ID, test name, and test cases are designed well before the 
development phase and have been designed for those who conduct the 
tests.

 A test plan states:
– The items to be tested.

At what level they will be tested at– At what level they will be tested at.
– The sequence they are to be tested in.
– How the test strategy will be applied to the testing of each item and thegy pp g
– test environment. 54



7 9 TEST-CASE DESIGN7.9 TEST-CASE DESIGN

 A test case is a set of instructions designed to discover a particularA test case is a set of instructions designed to discover a particular 
type of error or defect in the software system by inducing a failure.

 The goal of selected test cases is to ensure that there is no error in the g
program and if there is it then should be immediately depicted. 

 Ideal test casement should contain all inputs to the program. This is p p g
often called exhaustive testing.

 There are two criteria for the selection of test cases:
– Specifying a criterion for evaluating a set of test cases.
– Generating a set of test cases that satisfy a given criterion.
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Each test case needs proper documentation, preferably in a fixed format. 
There are many formats; one format is suggested below:There are many formats; one format is suggested below:
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EXERCISESEXERCISES

1. What is testing? Explain the different types of testing performed during software
d l tdevelopment.

2. Define the various principles of testing.
3. What are test oracles?
4. What are the different levels of testing? Explain.
5. Suppose a developed software has successfully passed all the three levels of testing, i.e., 

unit testing, integration testing, and system testing. Can we claim that the software is 
defect-free? Justify your answer.

6. What is stress testing? Why is stress testing applicable to only certain types of systems?
7. What is unit testing?g
8. What is integration testing? Which types of defects are uncovered during integration

testing?
9. What is regression testing? When is regression testing done? How is regression testingg g g g g g

performed?
10. What is system testing? What are the different kinds of system testing that are usually

performed on large software products?
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EXERCISESEXERCISES

14. What is the difference between black-box testing and white-box testing?
15. Do you agree with the statement: System testing can be considered a pure black-box test? 

Justify your answer.
16. What are drivers and stub modules in the context of unit testing of a software product?g p
17. Define sandwich testing.
18. Why is regression testing important? When is it used?
19 What is a test case? What is test case design?19. What is a test case? What is test-case design?
20. What is the difference between

(a) Verification and validation
(b) Black-box testing and white-box testing
(c) Top-down and bottom-up testing approaches
(d) Alpha and beta testing( ) p g

21. What are test plans and test cases? Illustrate each with an example.
22. Why does software testing need extensive planning? Explain.
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EXERCISESEXERCISES

14. What is smoke testing?
15. Differentiate between integration testing and system testing.
16. Define structural testing. Give the various reasons structural testing is performed.
17 Explain the two categories of black-box testing Also state the advantages of black-box17. Explain the two categories of black-box testing. Also state the advantages of black-box

testing.
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