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A breakthrough in quantum teleportation

 Scientists have transferred data by quantum teleportation over a distance 
of 10 feet with zero percent error rate.
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 Teleporting people through space, as done in Star Trek, is impossible 
with our current knowledge of physics. 

 Teleporting information is another matter, however, thanks to the 
extraordinary world of quantum mechanics. 
– Researchers at Delft University of Technology in the Netherlands have 

succeeded in transferring the information contained in a qubit – the quantum 
equivalent of a classical bit – to a different quantum bit over a distance of 
three metres (10 feet), without the information having travelled through the 
intervening space. This was achieved with a zero percent error rate.

 The breakthrough is a vital step towards a future quantum network for 
communication between ultra-fast quantum computers – a "quantum 
internet". 

 Quantum computers will solve many important problems that even 
today's best supercomputers are unable to tackle. 
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AI software can identify objects in photos and videos at near-human 
levels

• Stanford's work, entitled "Deep Visual-Semantic Alignments for Generating 
Image Descriptions", explains how specific details found in photographs and 
videos can be translated into written text. Google's version of the 
technology, in a study titled "Show and Tell: A Neural Image Caption 
Generator", produced similar results.
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• While each team used a slightly different approach, they both combined deep 
convolutional neural networks with recurrent neural networks that excel at text 
analysis and natural language processing. 

• The programs were able to "learn" from each new interaction, with algorithms 
enabling the system to improve its accuracy by scanning scene after scene, looking 
for patterns, and then using the accumulation of previously described scenes to 
extrapolate what is being depicted in the next unknown image.

• "The system can analyse an unknown image and explain it in words and phrases 
that make sense," says Fei-Fei Li, a professor of computer science and director of 
the Stanford Artificial Intelligence Lab. "This is an important milestone. It's the first 
time we've had a computer vision system that could tell a basic story about an 
unknown image by identifying discrete objects and also putting them into some 
context."

• These latest algorithms are being trained on a visual dictionary – the ImageNet
project – with a database of more than 14 million objects. 

– Each object is described by a mathematical term, or vector, that enables the machine to 
recognise the shape the next time it is encountered. Those mathematical definitions are 
linked to the words humans would use to describe the objects.
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Computer program recognizes emotions with 87% accuracy

• Researchers in Bangladesh have designed a computer program able to 
accurately recognise users’ emotional states as much as 87% of the time, 
depending on the emotion.

• Writing in the journal Behaviour & Information Technology, Nazmul Haque
Nahin and his colleagues describe how their study combined – for the first 
time – two established ways of detecting user emotions: keystroke 
dynamics and text-pattern analysis.

• After running a variety of tests, the researchers found that their new 
‘combined’ results were better than their separate results; what’s more, the 
‘combined’ approach improved performance for five of the seven 
categories of emotion. Joy (87%) and anger (81%) had the highest rates of 
accuracy.
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• This research is an important contribution to ‘affective computing’, a 
growing field dedicated to ‘detecting user emotion in a particular moment’. 
– As the authors note – for all the advances in computing power, 

performance and size in recent years, a lot more can still be done in 
terms of their interactions with end users. 

– “Emotionally aware systems can be a step ahead in this regard,” they 
write. “Computer systems that can detect user emotion can do a 
lot better than the present systems in gaming, online teaching, 
text processing, video and image processing, user authentication 
and so many other areas where user emotional state is crucial.”

• While much work remains to be done, this research is an important step in 
making ‘emotionally intelligent’ systems that recognise users’ emotional 
states to adapt their music, graphics, content or approach to learning a 
reality.
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Project Adam: a new deep-learning system

• Developed by Microsoft, Project Adam is a new deep-learning system 
modeled after the human brain that has greater image classification 
accuracy and is 50 times faster than other systems in the industry. 

• The goal of Project Adam is to enable software to visually recognise
any object. 

• This is being marketed as a competitor to Google's Brain project, 
currently being worked on by Ray Kurzweil.
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UK government to allow driverless cars on roads from January 2015

• Vince Cable, UK Business Secretary, has announced measures that give the 
green light for driverless cars on UK roads from January 2015.

• UK cities can now bid for a share of a £10 million (US$17m) competition to host 
a driverless cars trial. The government is calling on cities to join together with 
businesses and research organisations to put forward proposals to become a 
test location. Up to three cities will be selected to host the trials from next year, 
with each project expected to last between 18 and 36 months, starting in 
January 2015. 

• Ministers have also launched a review to look at current road regulations to 
establish how the UK can stay at the forefront of driverless car technology and 
ensure there is an appropriate regime for testing driverless cars in the UK. 

• Two areas will be covered in the review: cars with a qualified driver who 
can take over control of the driverless car, and fully autonomous vehicles 
where there is no driver.
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Swarm of 1,000 robots able to self-organize

• A huge, self-organising robot swarm consisting of 1,024 individual machines 
has been demonstrated by Harvard.
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Breakthrough in creating DNA-based electrical circuits

• An international team has announced "the most significant breakthrough 
in a decade" toward developing DNA-based electrical circuits.

• An international group led by Prof. Danny Porath, at the Hebrew University 
of Jerusalem, reports reproducible and quantitative measurements of 
electricity flow through long molecules made of four DNA strands. 
– The research, which could re-ignite interest in the use of DNA-based 

wires and devices in the development of programmable circuits, 
appears in the journal Nature Nanotechnology under the title "Long-
range charge transport in single G-quadruplex DNA molecules."
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Long-distance virtual telepathy is demonstrated

• Direct brain-to-brain communication has been demonstrated in humans 
located 5,000 miles apart via the Internet.
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A new data transfer record: 43 terabits per second

• A team in Denmark has broken the world record for single fibre data 
transmission, achieving a transfer rate of 43 terabits per second over a 
distance of 41 miles (67 km). They also report a speed of 1 petabit
(1000 terabits) when combining multiple lasers.
– In 2009, a research group at the Technical University of Denmark (DTU) was 

the first to break the 1 terabit barrier for data transfer. 
– Their record was shattered in 2011, when the Karlsruhe Institute of Technology 

in Germany achieved 26 terabits per second. 
– Now, DTU have regained the title, demonstrating 43 terabits per second 

(Tbps) through a single optical fibre. This is fast enough to download a 
1GB file in about 0.0002 seconds – or the entire contents of a 1TB hard 
drive in 0.2 seconds.
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Nanotechnology breakthrough: single-atom magnet

• Researchers have demonstrated, for the first time, the maximum 
theoretical limit of energy needed to control the magnetisation of a 
single atom. This fundamental work has major implications for magnetic 
research and future nanotechnology.
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• Their methodology and findings could impact a range of fields – from 
studies of single atom and single molecule magnetism, to quantum 
computing and the design of spintronic device architectures.

• The magnetic properties of a material have a certain "preference" or 
"stubbornness" towards a specific direction. 
– This phenomenon is referred to as "magnetic anisotropy," and is 

described as the "directional dependence" of a material’s magnetism. 
– Changing its "preference" requires a certain amount of energy. 
– The total energy of a material’s magnetic anisotropy is a 

fundamental obstacle when it comes to downscaling of 
technology like MRAMs, computer hard drives and even quantum 
computers, which use different electron spin states as distinct 
information units, or "qubits".
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MS-Research: Towards 2020 Science Report 

The 2020 Science Group is composed of over 30 scientists spanning 
biology, physics, chemistry, biochemistry, astronomy, genetics, medicine, 
mathematics and computer science, and 12 different nationalities. Coming 
from some of the world’s leading research institutions and companies, the 
scientists were elected for their expertise in a particular field.

The Venice workshop which took place in July 2005, and which formed the
beginning of this project, comprised a proven, structured roadmapping
technique developed by Dr Robert Phaal of Cambridge University
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Seven Main Findings
1) An important development in science is occurring at the intersection of

computer science and the sciences that has the potential to have a 
profound impact on science. It is a leap from the application of computing 
to support scientists to ‘do’ science (i.e. ‘computational science’ ) to the 
integration of computer science concepts, tools and theorems into the 
very fabric of science.

2) Conceptual and technological tools developed within computer science are,
for the first time, starting to have wide-ranging applications outside the subject
in which they originated, especially in sciences investigating complex 
systems, most notably in biology and chemistry. Indeed, we believe 
computer science is poised to become as fundamental to biology as
mathematics has become to physics
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Seven Main Findings
3) We believe that computer science concepts and tools in science form a 

third, and vital component of enabling a ‘golden triangle’ to be formed 
with novel mathematical and statistical techniques in science, and 
scientific computing platforms and applications integrated into 
experimental and theoretical science. 

4) We highlight that an immediate and important challenge is that of end-to-end
scientific data management, from data acquisition and data integration, 
to data treatment, provenance and persistence. But importantly, our 
findings urgently require us to reconsider current thinking in the increasingly 
prominent domain of ‘computational science’.

5) Our findings have significant implications for scientific publishing, where we
believe that even near-term developments in the computing 
infrastructure for science which links data, knowledge and scientists 
will lead to a transformation of the scientific communication paradigm.
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Seven Main Findings
6) We also believe this development is not only a potential starting point for

fundamental new developments in biology, biotechnology and medicine, but
also for potentially profound developments in the future of computing. Big 
challenges for future computing systems have elegant analogies and
solutions in biology, such as the development and evolution of complex
systems, resilience and fault tolerance, and adaptation and learning. 
New levels of understanding and knowledge about biological processes 
and systems could underpin the new building blocks of the next century 
of computing. 

7) Finally, our findings have significant implications for the education of
tomorrow’s scientists and science policy and funding. Scientists will need to 
be completely computationally and mathematically literate, and by 2020, 
it will simply not be possible to do science without such literacy. This 
therefore has important implications for education policy right now. The 
output of computer scientists today barely meets the needs of the 
public and industrial computing sectors, let alone those required for 
future science sectors.

27



 IEEE ComSoc Technology News
(#IEEECTN) is closely watching 
the top 10 communications 
technology trends that will be 
making headlines in 2015. They 
are: 
 5G, 
 fiber, 
 virtualization, SDN & NFV
 IoT, 
 cognitive networks & Big Data
 cybersecurity, 
 green communications, 
 smartphones & connected 

sensors, 
 network neutrality, and 
 molecular communications. 
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10 Top Communications Technologies in 2015 
5G
As the next step in the continuous innovation and evolution of the mobile industry, 5G 
will not only be about a new air interface with faster speeds, but it will also address 
network congestion, energy efficiency, cost, reliability, and connection to billions of 
people and devices.
With a 2020 commercialization horizon, 2015 be the year when we move from these 
concepts to technology trials and standards development. And we shall see if/how 
this year's ITU World Radio Conference (WRC-15) tackles 5G's spectrum aspects.

FIBER EVERYWHERE
2014 was the year of "fiber everywhere" propelled by efforts to improve connectivity 
and address demand increases from the use of high definition video, 3G/4G, 
streaming, podcast and other broadband services. In developed markets, 
FTTH/FTTC dominated deployments, and will continue to do so into 2015. In the 
backbone network, Carrier Ethernet is well underway and it will continue to make 
inroads towards 100/400G switching hardware deployments, and around Tb/s of 
bandwidth.
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VIRTUALIZATION, SDN & NFV
The "software-ization" of Telco continued throughout 2014. The year saw open source 
going main stream with the news that Midokura and Microsoft, the last two major 
players with closed source solutions, released their source code and went open. 
In 2015, the adoption of OpenStack, OpenDaylight, OpNFV for software and 
services, and Open Compute for hardware will support more virtualized, more open 
source network computing platforms and architecture.

EVERYWHERE CONNECTIVITY FOR IoT & IoE
Over the last year we have seen heightened interest in the Internet of Things (IoT) 
and of Everything (IoE) including several acquisitions by major players such as 
Google's purchase of Nest Labs for $3.2 billion. 
Bob Metcalfe, inventor of the Ethernet, said that the power of a network increases 
proportionally by the square of the number of users (Metcalfe's Law) which puts IoT –
forecasted to be 50 billion connections by 2020- in a powerful and strategic position. 
The challenge that IoT faces is that everything sits in isolation thus an IoT standard is 
a must, and many see this happening in 2015.

10 Top Communications Technologies in 2015 
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COGNITIVE NETWORKS, BIG DATA
Communication systems handle volumes of data generated by embedded devices, 
mobile users, enterprises, contextual information, network protocols, location 
information and such. It is a vast amount of information: A global IP backbone 
generates over 20 billion records per day, amounting to over 1 TB per 
day! Processing and analyzing this "big data" and presenting insights in a timely 
fashion are becoming a reality with advanced analytics to understand the 
environment, to interpret events, and to act on them. This is a positive development 
that helps unleash the intelligence in communication systems where networks are no 
longer labeled "dumb pipes" but as smart cognitive networks.

CYBERSECURITY
2014 was most remarkable for demonstrating that everything connected to the 
Internet can, and will be hacked. On daily basis we heard of retailers (Target, Home 
Depot, Neiman Marcus), financial institutions (Chase), technology companies 
(Snapchat, eBay, Sony) being hacked. No one is cyber-safe, and the road to the 
future leads through new cybersecurity technologies beyond current perimeter 
firewall-like defenses. The coming year will bring significant changes in the industry 
as it responds to recent increases and sophistication of cyberattacks. We will see 
better solutions to protect devices and endpoints, advances in the default use of 
encryption, in authentication schemes, and in BYOD solutions.

10 Top Communications Technologies in 2015 
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10 Top Communications Technologies in 2015 
GREEN COMMUNICATIONS
It is being reported that communications technologies are responsible for about 2-4% 
of all of carbon footprint generated by human activity. This highlights the need to 
focus on managing these numbers, and Green communications is doing just that. The 
trend is tackling first mobile networks because of their high energy use. Base stations 
and switching centers could count for between 60% and 85% of the energy used by 
an entire communication system. Environmentally friendly batteries, renewable 
energy sources, and intelligent management of the power systems are some of the 
proposed solutions. Besides this mobile network focus, there is a 2015 and 
beyond trend to manage total energy usage, compute-to-consumption ratios 
and performance KPIs for best in class green operations.

SMARTER SMARTPHONES, CONNECTED SENSORS
The indisputable rock-start of devices is the smartphone, and its future can't be 
brighter. Size, shape, and capabilities of these ubiquitous communication devices 
continue evolving, and so are prices which, driven by cost and performance 
improvements in digital technologies, are falling rapidly. The average selling price of a 
smartphone went down in 2014, and we expect this to continue in 2015 with low-cost 
OEMs such as Xiaomi and Lenovo leading the trend. Beyond smartphones, tablets, 
connected sensors and body-worn wearables will also make headlines.
Connected sensors will find their way into vehicles (smartcards), into urban areas 
(smartcies) and into our infrastructure (smartgrid).
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NETWORK NEUTRALITY, INTERNET GOVERNANCE
The Internet has been operating since its inception under "open" principles, i.e. an 
open standards-based network that treats all traffic in roughly the same way, i.e. no 
connection blocking, bandwidth transparency, universal connectivity, and best effort 
service. Can these principles be sustained in a new word of data-hungry applications 
and services? Is regulation needed to prevent traffic throttling, unfair raise of fees, 
and construction of preferential high-speed Internet lanes? In 2014, Network 
Neutrality (NetNeutrality) discussions covered these questions in the context of ISPs 
transit and peering, and CDNs. Governments and institutions around the world will 
continue working on it during 2015. They will also be working on the Internet 
governance transition plan as current ICANN framework is set to expire in October.

MOLECULAR COMMUNICATIONS
Molecular communication is an emerging paradigm where bio-nanomachines
(e.g., artificial cells, genetically engineered cells) communicate to perform 
coordinated actions. Unlike traditional communication systems which utilize 
electromagnetic waves, molecular communications utilize biological molecules 
both as carriers and as information. The advantages provided by this "molecular" 
approach to communications are size, biocompatibility, and biostability. Examples of 
applications are drug delivery system (DDS), bio-hybrid implants, and lab-on-a-chip 
(LoC) systems. This trend is not ready for mass market but with an approach so 
radically different to Today's communications, following its developments is a must.

10 Top Communications Technologies in 2015 



23 Technologies in 2022 
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IEEE CS 2022 report
In 2013-14, nine 
technical leaders wrote 
a report, entitled IEEE 
CS 2022, surveying 23 
innovative technologies 
that could change the 
industry by the year 
2022. 



23 Technologies in 2022 
– The report covers

– These technologies, tied into a scenario that we call seamless intelligence, 
present a view of the future. For each of the 23 technologies, there is a 
description of the state of the art, challenges, where we think the 
technology will go, and its disruption 
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1. security cross-cutting issues, 
2. open intellectual property 

movement, 
3. sustainability,
4. massively online open courses, 
5. quantum computing, 
6. device and nanotechnology,
7. 3D integrated circuits,
8. multicore, 
9. photonics, 
10. universal memory,
11. networking and interconnectivity, 
12. software-defined networks,  

13. high-performance computing, 
14. cloud computing, 
15. the Internet of Things,
16. natural user interfaces, 
17. 3D printing, 
18. big data and analytics, 
19. machine learning and intelligent systems, 
20. computer vision and pattern recognition, 
21. life sciences, 
22. computational biology and 

bioinformatics, and 
23. robotics for medical care. 



Technologies Landscape
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Market Category Life Sciences (21) Computational Biology Medical Robotics (23) 
and Bioinformatics (22)

Computer Vision and Pattern Recognition (20)
Machine Leaning and Intelligent Systems (19)

Big Data and Analytics (18) 
Technologies Natural User Interfaces  (16)    3D Printing  (17)

High-Performance Computing (13)    Cloud Computing (14)     Internet of Things (15)  
Networking & Interconnectivity   (11)   Software-Defined Networks  (12)

Quantum Computing  (5)    Device  and Nanotechnology  (6)

Human Capital Massively Online Open Courses (MOOC)  (4)

Policies Open Intellectual Property Movement  (2)         Sustainability (3)
Security Cross-Cutting Issues (1)          

Landscape of 23 technologies. (The numbers after the technology represent the subsection 
in Section 3. In the report)



Seamless Intelligence Scenario 
• Since the inception of digital computing in the mid- 1940s, society 

has witnessed a historic revolution in the acquisition, processing, 
and communication of information. 
– This revolution has transformed every aspect of society through 

increased automation, ubiquitous access to information, and 
pervasive human networking. 

• State of the Art 
– We continue to witness an increase in the numbers, shapes, and 

sizes of computing devices, from micro-scale to mega-scale, as well 
as a combinatorial increase in connectivity, both local and global. 
• As a result of this pervasive penetration of computing and 

communication capabilities, human knowledge, intelligence, and 
connectivity are increasingly enhanced and augmented by information 
technology. 

– By 2022, we project that we will be well into a phase where 
intelligence becomes seamless and ubiquitous to those who can 
afford and use state-of-the-art information technology. 
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– This new reality is the expected result of the confluence of multiple 
information and communication technologies. 
• Computing devices—from the very small, such as wearable devices and 

chips embedded under the skin, to the computers inside our mobile 
devices, laptops, desktops, home servers, TV sets, and refrigerators, to the 
computing cloud that we reach via the Internet— are interconnected via 
different communication and networking technologies. 

• Together, they form an intelligent mesh, a computing and 
communication ecosystem that augments reality with information and 
intelligence gathered from our fingertips, eyes, ears, and other senses, 
and even directly interfaced to our brain waves.
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What Will Likely Happen 
• The future we want versus the future we do not want: 

– information and communication technology is advancing at a pace that is 
surpassing our abilities as a society to direct. It is the scale and speed with 
which this progress is taking place that is creating this challenge. 

– But there are choices that free nations can make through regulation and 
investment that can either lead to a better world or one that we do not desire. 

• Technology is a double-edged sword. 
– It can be used for advancing healthcare, education, science, trade, 

financial services, social and political activism, security, and safety, 
– or it can be used for militarization, to invade privacy, and to push the 

Big Brother phenomenon worldwide, even in countries that consider and 
pride themselves on being free. 

– In general, any technology has its ups and downs. The man who invented 
the first ship also invented the shipwreck and the castaway! This is 
something that we need to understand. Even if technology is used in the 
best possible way, it will still bring along some downsides. It just changes the 
landscape, and along with it, the ups and downs [Saracco]. 
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Potential Disruptions 
• The emergence of the mobile smart device sector in the 

past decade is likely to continue to disrupt the traditional 
model of desktops and laptops. 
– Mobile applications are also expanding the common Web 

platform by enabling applications on mobile devices using their 
operating systems. 

• On the other end of the computing scale, the emergence of 
cloud computing primarily based on commodity server 
hardware is pushing and disrupting the traditional server 
sector, replacing it with computational power as a 
service over the network. 
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• Another disruptive trend emerging as a result of the 
spread of social networking is resulting in countries and 
regions potentially creating their own regional Internets with 
imposed restrictions on access to global sites and universal 
services. 
– This trend can have a negatively disruptive impact on the global 

Internet and freedom of individuals to access information and 
services regardless of geographic locations and political boundaries. 

– There is also the impact of regulation, such as the different 
positions taken by the US and EU in the area of premium 
connectivity, which is allowed in the US but not in the EU. 

• Intellectual property wars among major players in the 
industry can present barriers to both the speed of 
progress and use of technology. Consumers of 
technology will ultimately be the victims of such wars. 
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Summary
• By 2022, 

– computing devices will range from nano-scale to mega-scale, with advanced 
networking enabling access to a world of integrated services. 

– Virtual connectivity will enable the integration of relevant computing 
resources to provide users with seamless services. 

– The resulting ecosystem will offer continuous, uninterrupted services that 
enhance automation, productivity, collaboration, and access to intelligence 
and knowledge that will be available not only at users’ fingertips but 
accessible to all human senses, spontaneously, through emerging human–
computer interfaces. 

• The benefit of technology is what we make of it. 
• Societies will face further challenges in directing and investing in 

technologies that benefit humanity instead of destroying it or intruding on 
basic human rights of privacy and freedom of access to information. 

• We should stop considering technology as something standalone. It is 
more than a piece of the quilt of life: it is reshaping it, and being reshaped 
itself by humanity. A holistic approach is needed. 
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23 Technologies in 2022 
1. Security Cross-Cutting Issues

The growth of large data repositories and emergence of data
analytics have combined with intrusions by bad actors,
governments, and corporations to open a Pandora’s box of
issues. How can we balance security and privacy in this
environment?

2. Open Intellectual Property Movement
From open source software and standards to open-
access publishing, the open IP movement is upon us. 
What are the implications?

3. Sustainability
Can electronic cars, LED lighting, new types of batteries and 
chips, and increasing use of renewables combat rising energy 
use and an explosion in the uptake of computing?
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4. Massively Online Open Courses
MOOCs have the potential to transform the higher-education 
landscape, siphoning students from traditional universities and 
altering faculty and student roles. How significant will their 
impact be?

5. Quantum Computing
Constrained only by the laws of physics, quantum computing 
will potential extend Moore’s Law into the next decade. As 
commercial quantum computing comes within reach, new 
breakthroughs are occurring at an accelerating pace.

6. Device and Nanotechnology
It is clear that MEMS devices, nanoparticles, and their use in 
applications are here to stay. Nanotechnology has already 
been useful in manufacturing sunscreen, tires, and medical 
devices that can be swallowed.

23 Technologies in 2022 
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7. 3D Integrated Circuits
The transition from printed circuit boards to 3D-ICs is already 
underway in the mobile arena, and will eventually spread 
across the entire spectrum of IT products.

8. Universal Memory
Universal memory replacements for DRAM will cause a 
tectonic shift in architectures and software.

9. Multicore
By 2022, multicore will be everywhere, from wearable systems 
and smartphones to cameras, games, automobiles, cloud 
servers, and exa-scale supercomputers.

23 Technologies in 2022 
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23 Technologies in 2022 
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10. Photonics
Silicon photonics will be a fundamental technology to address 
the bandwidth, latency, and energy challenges in the fabric of 
high-end systems.

11. Networking and Interconnectivity
Developments at all levels of the network stack will continue to 
drive research and the Internet economy.

12. Software-defined Networks
OpenFlow and SDN will make networks more secure, 
transparent, flexible, and functional.

23 Technologies in 2022 
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13. High-performance Computing
While some governments are focused on reaching exascale, 
some researchers are intent on moving HPC to the cloud.

14. Cloud Computing
By 2022, cloud will be more entrenched and more computing 
workloads run on the cloud.

15. The Internet of Things
From clothes that monitor our movements to smart homes and 
cities, the Internet of Things knows no bounds, except for our 
concerns about ensuring privacy amid such convenience.

23 Technologies in 2022 
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16. Natural User Interfaces
The long-held dreams of computers that can interface with us 
through touch, gesture, and speech are finally coming true, 
with more radical interfaces on the horizon.

17. 3D Printing
3D printing promises a revolution in fabrication, with many 
opportunities to produce designs that would have been 
prohibitively expensive.

18. Big Data and Analytics
The growing availability of data and demand for its insights 
holds great potential to improve many data-driven decisions.

23 Technologies in 2022 
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19. Machine Learning and Intelligent Systems
Machine learning plays an increasingly important role in our 
lives, whether it’s ranking search results, recommending 
products, or building better models of the environment.

20. Computer Vision and Pattern Recognition
Unlocking information in pictures and videos has had a major 
impact on consumers and more significant advances are in the 
pipeline.

23 Technologies in 2022 



21. Life Sciences
Technology has been pivotal in improving human and animal 
health and addressing threats to the environment.

22. Computational Biology and Bioinformatics
Vast amounts of data are enabling the improvement of human 
health and unraveling of the mysteries of life.

23. Medical Robotics
From autonomous delivery of hospital supplies to telemedicine 
and advanced prostheses, medical robotics has led to many 
life-saving innovations.
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Drivers and Disruptors



• Microsoft merilis sebuah laporan baru yang 
berjudul “Cyberspace 2025: Today’s 
Decisions, Tomorrow’s Terrain” yang 
memprediksi trend teknologi di luar saat ini 
untuk mengantisipasi katalis perubahan 
masa depan di dunia maya.

• Cloud computing, the Internet of 
Things, big data dan cybersecurity
menjadi topik besar agenda hari ini dan 
masa depan.

• Dalam laporan ada sebuah Cyber 2025 
Model dikembangkan untuk menentukan 
tren potensi cyber, serta menunjukan 
beberapa proyeksi yang menarik tentang 
masa depan tentang dunia maya. Sebagai 
contoh: 
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• Kesenjangan digital akan mengambil dimensi baru dengan pertumbuhan dramatis di 
beberapa negara/regional berkembang (emerging country). Di India, misalnya, laporan 
memperkirakan pertumbuhan lebih dari 3.000 persen dari jumlah total berlangganan 
broadband, dari sekitar 20 juta tahun 2012 menjadi lebih dari 700 juta. Selama periode 
yang sama, di seluruh Uni Eropa penambahan langganan broadband baru hanya 105 juta, 
dari hampir 143 juta di 2012 hingga 248 juta pada tahun 2025.

• Persentase kecil dari pekerja teknologi terampil akan mendorong inovasi bagi dunia 
yang sangat tergantung Internet. Hasil analisis menunjukkan bahwa dengan hampir 5 
miliar orang online dan puluhan miliar perangkat terhubung, namun hanya ada sekitar 16 
juta lulusan dari program STEM (Sains, Teknology, Enginering dan Math) per tahun untuk 
memajukan teknologi informasi dan komunikasi  dan layanannya. Ketidakseimbangan  
dalam pendidikan ini akan memunculkan panggung persaingan sengit bagi bakat teknologi, 
dan persaingan ekonomi global.

• Kekayaan tumbuh di negara-negara berkembang dan memperlambat di negara maju. 
Model menunjukkan dua pergeseran kritis demografi yang diharapkan 2025, yaitu ketika 
negara-negara maju akan menghadapi cepat penuaan populasi dan menurunnya tingkat 
kelahiran, sementara negara-negara berkembang dapat mengharapkan lebih banyak orang 
dewasa usia kerja karena meningkatnya tingkat kelahiran.

55

Membayangkan Dunia Maya Pada Tahun 2025



56

Membayangkan Dunia Maya Pada Tahun 2025



57

The Cyber 2025 Model



• Berdasarkan Cyber 2025 Model, teridentifikasi tiga skenario masa 
depan bahwa negara-negara/regional dapat mengalami apa yang kita 
sebut Plateau, Peak dan Canyon. 

• Dalam setiap skenario ini, dikaji tantangan unik cybersecurity mereka 
yang cenderung muncul sebagai akibatnya. Sederhananya, tiga skenario 
masa depan dapat digambarkan sebagai berikut:
– Peak: skenario ini mewakili sebuah dunia inovasi, di mana teknologi 

informasi dan komunikasi (ICT) memenuhi potensi untuk 
memperkuat model pemerintahan, ekonomi dan masyarakat

– Plateau: skenario ini mewakili sebuah dunia "status quo", di mana 
kekuatan politik, ekonomi dan sosial dapat meningkatkan maupun 
menghalangi kemajuan teknologi

– Canyon: skenario ini mewakili sebuah metafora untuk dunia yang 
terisolasi, yang dicirikan oleh kebijakan pemerintah tidak jelas, tidak 
efektif dan standar, berakar dalam proteksionis
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Public debt and low government productivity reduce the use of ICT
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Governments undermine ICT development
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• Laporan ini dimaksudkan untuk memicu dialog, perdebatan dan pemahaman 
yang lebih tentang tantangan dan peluang yang ada di hadapan dan cara untuk 
mendapatkan keuntungan darinya. Para pemangku kepentingan di sektor publik 
maupun swasta disarankan untuk memprioritaskan upaya berikut:
– Pengembangan model tata kelola yang menetapkan arah kebijakan yang 

jelas dan memyediakan kerangka kerja cybersecurity negara/regional. 
Idealnya, model tata kelola harus mencakup komitmen untuk Internet 
terbuka dan gratis namun privasi dilindungi; Harmonisasi hukum dan 
standar dengan badan internasional dan pemerintah asing; dan 
mendukung perdagangan bebas.

– Memungkinkan pengembangan bakat melalui investasi strategis pada 
infrastruktur, penelitian dan pengembangan. Investasi ini harus 
menyeimbangkan kebutuhan untuk mobilitas bakat dan bakat retensi, 
dengan penekanan pada pendidikan tenaga kerja modern yang mampu 
mempertahankan inovasi.

– Kerjasama global yang mendorong manajemen dan koordinasi risiko 
cybersecurity di antara para pemangku kepentingan baik domestik maupun 
internasional, dengan fokus bekerjasama dengan pemerintah lainnya untuk 
mengembangkan norma-norma cybersecurity yang mendukung stabilitas 
dan keamanan di dunia maya. 67
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 ASEAN Economic Community Blueprint (2008)

 Single Market and Production Base
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of SKILLED LABOUR

▪ Mutual Recognition Agreements

Introduction
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 Actions in Free Flow of SKILLED LABOUR

 Enhance cooperation among ASEAN University Network
(AUN) members to increase mobility for both students
and staff within the region

 Develop core COMPETENCIES and QUALIFICATIONS
for job/occupational and trainers skills

 Strengthen the research capabilities of each ASEAN 
Member Country in terms of promoting skills, job 
placements, and developing labour market information
networks among ASEAN Member Countries.

Introduction (2)
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 Network and System Administration (2006)
 Information System and Network Security(2011)
 ICT Project Management (2014)
 Enterprise Architecture Design (2014)

2015
 Software Development
 Mobile Computing
 Cloud Computing
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Background 

 Newly emerging ICT trends have always created new skill requirements and 
jobs on the one hand, but on the other hand, through efficiency gains and 
restructuring have also contributed to the vanishing of old jobs no longer 
meeting the requirements of industry and the markets. 

 “Technology impacts the types of occupations in demand, as well as their 
skills content. Demand for new types of skills comes with new waves of 
technologies. The new wave of ICT currently arriving is creating new skills 
demands (such as for big data analytics and its virtualization, e-leadership 
and dual thinkers on the business and technical side, and including for 
Chief Information/Technology Officers – CIOs and CTOs)” (European 
Commission, 2013g). 

 A recent study for the European Commission revealed that the main 
training/education barriers to the impact of newly emerging ICT trends (e.g. 
cloud computing, social media technologies, big data, internet of things) that – in 
particular in combination – drive economic transformation and growth include 
the lack of training/education in skills or the wrong skills and outdated 
education systems and educators (European Commission, 2013g). 
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Emerging skills requirements and job descriptions of professionals 
resulting from different mega-trends in the IT industry, termed as 3rd 
platform skills and jobs

 The results from this intensive stakeholder dialogue with demand side 
representatives from industry and supply side experts from academia 
have been incorporated and first conclusions are drawn. 

 The 3rd platform is IDC’s term for the convergence of disruptive mega-
trends in the IT industry which is built on 
– mobile devices and apps (mobility & consumerization) 
– cloud services (cloud computing) 
– big data analytics (Big Data) 
– social technologies (Social Media Technologies) 
– IT Security 
– Internet of things and 
– Microelectronics and Parallel Systems 
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Trend: Mobility and consumerization

Mobility 
 From the point of view of both 3rd party service providers and end-user IT 

departments there will be stronger demand for: 
– Mobile applications development skills, including customization to 

companies' processes 
 User industries will be particularly interested in e-leadership skills to: 

– Integrate mobile solutions into companies' existing processes and workflows 
– Design new services/ products based on mobility 
– Leverage mobility as a new channel to reach customers (particularly in the 

sectors telecom/media, finance, government and healthcare). 
 IT industry actors will increase demand for the following skills (as well as those 

indicated above): 
– Ability to integrate mobile applications with traditional ones 
– Enhanced security skills. 
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Consumerization

 Consumerization is the blurring of boundaries between business and personal 
time, driven by employees bringing personal devices into the work environment.

 Operationally, consumerization introduces a range of skill and management 
issues. 

 The increasing variety of different hardware, OS and configurations requires both 
strong skills to apply new approaches to enterprise architecture as well as the 
skills to organize the effective integration of user devices. Source: IDC 2013: 
Guide Synthesis Report. Annex ICT Technology Trends. Not yet published. 
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e-skills tasks, relevant competence requirements and associated professional profiles 

87



88



89



• Scope of  Tasks 
– The dialogue with stakeholders elicited the topic as being prominent on the 

agenda of CIOs and security officers. There is a strong need for mobile 
device management and acceptable use policies as security issues are 
eminent, and there is a serious threat of security breaches in mobile devices 
brought in by staff or enterprise data made available to private devices. 
Training and raising awareness among staff have been reported a key issue 
and hence been included as a task here.
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 Demand from ICT vendors: 
– Increased demand for skills to design, build, optimize, and manage their 

clouds and all the users of these clouds (even though maintenance skills are 
less required because of clouds automation levels) 

– High demand for IT security skills, a very complex task in public clouds 
 In the case of IT users, there is quite a difference in skills demand, 

depending on the type of cloud adopted. 
 Demand from IT users of public clouds: 

– Reduction of demand for the technical skills and resources to build and 
maintain companies' infrastructures and applications 

– Demand for new skills of managing external cloud services, defining 
strategies, managing security and SLA requirements, and supporting cloud 
users 
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 Demand from IT users of private clouds: 
– High-level complex IT skills (usually bought externally) to design clouds 
– Skills for managing and maintaining private clouds (easier than traditional IT) 
– Skills for customization of private clouds services 

 The demand for specialized resources tends to move from the IT users to the IT 
vendors. Generally, the profiles required by IT users in this field become more 
business and project-oriented. E-leadership skills in user organisations must 
keep pace with this change.
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• Scope of tasks 
– The challenge in cloud computing today is not so much technical, as the technology 

has begun to mature and stable solutions exist. Rather, the main challenge is of a 
legal nature – in an international sense. Due to the very nature of cloud computing, 
many different judicial systems can apply to both user and provider industries. A CIO 
or other type of professional charged with responsibility in this area in an organisation
has to cope with different laws of the countries involved, including at least the home 
country of the organisation, the country of the supplier organisation and those 
countries where data might be stored. This includes, but is not limited to, the very 
diverse regulations concerning data protection. 

– Knowing that security breaches would jeopardise the entire business model, cloud 
providers usually work to very high security standards, but at the same time they are 
also the target of professional hackers who try to steal their data. Risk strategies thus 
need to be made. 

– On the demand side, Quality Assurance as well as security management roles are 
reported essential since there is strong need to be confident in the level of protection 
offered by a cloud provider. Other experts stress the importance of the ‘organisational
perspective’, arguing that one should not lose sight of processes, rules and service 
management (including contract management) as key issues to be considered within 
cloud computing.  
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 The role of the statistician has been reborn with the rise of Big 
Data, combining analytical and statistical skills with some level of 
business understanding to create the "data scientist". 
 More specifically, IDC foresees increasing demand for business 

analytics and particularly Hadoop related skills, not only by IT 
companies but also by end-user companies. (Hadoop = Apache™ 
Hadoop® is an open source software framework that enables the 
distributed processing of large data sets across clusters of 
commodity servers) 

 Demand for ICT-based business analytics is expected to grow 
most strongly in finance, large retail companies and telecom 
providers, and the leaders initiating innovation must have the skills to 
guide holders of these new qualifications. 
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• The e-skills tasks, relevant competence requirements and associated professional profiles for ‘Big Data’ as 
specified in expert consultations are depicted in the following overview. It includes a special section on ‘data 
scientists’ mainly demanding non-ICT specific skills and competences. 
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Scope of tasks 
 Big data builds on at least three pillars: 

 the business or vertical knowledge 
 the analytical methods and 
 the IS enabling the analysis 

 These skills need to be brought together, to some degree in persons 
understanding all three, and to some degree in interdisciplinary teams.

 Recruitment of data scientists has been reported to happen especially among 
mathematicians and people with strong mathematical skills, such as 
natural scientists and engineers. The ICT skills needed relate to 
understanding the IS requirements, as well as being able to code algorithms in 
programming languages such as Python. 
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 Experts believe that the ‘big data’ challenge makes it clear that education still 
happens too much in “silos”. It resembles the situation of software engineering 30 
years ago, when good software engineers came from Mathematics/sciences, 
technical and engineering fields, as well as economics. 

 One of the experts expressed the opinion that the Hadoop Map/Reduce engine is 
dying (expecting YARN and HDFS as successors to remain). 
 Therefore, he proposes that the skill set to be taught should be more generic (scalable 

data analytics), as opposed to specifically map/reduce. 
 He quotes Mike Olson, CSO of CLoudera, the major Hadoop vendor: "What the 

Hadoop ecosystem needs is a successor system that is more powerful, more 
flexible and more real-time than MapReduce. While not every current (or maybe 
even future) application will abandon the MapReduce framework of today, new 
applications could use such a general-purpose engine to be faster and to do 
more than is possible with MapReduce”. 

Academic / educational programmes 
 Topics like ‘Big data’ but also other new topics like ‘cloud computing’ are 

currently taught at higher education institutions in Europe and the USA where 
there are different ways of teaching and learning. ‘Big data’ for instance is either 
taught as 
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Framework SKKNI-KKNI-Silabus Lev.6
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